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1.0 Freeway Error Codes

When coding an application, your logic should always be based off the Freeway Decision Field, not the
Error Code.

The list of the Error Codes provided below is given to provide additional information about Declined,
Failed, or Errored transactions.

Code | Class Description Recommended | Notes
Action
[100 [General  [Approved | [ ]
101 General One or more required fields missing Consult the
from the request missingFields
entry in the
repl

requested

Item's ID value duplicate detected | | |

111 EFV One or more fields contains invalid
data
149 General Issue occurred processing request; Contact
unknown error Freedompay
immediately

151 General An internal timeout occurred while Try again
processing the request




Code | Class Description Recommended | Notes
Action

153 General Unable to communicate with card Try again
processor

General Internal communication failure Try again ]

Detected client disconnection Tryagain |

Unrecognized COF proxy data I B

202 Payment Expired card (or mismatched expiry Obtain an
date irovidedi uidated card
204 Payment Insufficient funds Some issuers
return this for
over-limit credit
cards

for this type of transaction

Card over limit I

Invalid PIN Data I

214 Payment Invalid Track Data

A
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Code | Class Description Recommended | Notes
Action

216 Payment Revert to contact Issuer requests
that the
customer insert
their card (and

218 Payment PIN Decryption Failure Returned when
PIN translation
results in an
HSM Key
Exception

220 Payment Issuing bank rejected the transaction
due to generic account problem

222 | Payment | Accountisfrozen | | |

229 Payment Merchant Configuration error Contact
FreedomPay
immediatel
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Code | Class Description Recommended | Notes
Action
232 Payment Card Type not enabled for merchant Contact
FreedomPay

immediateli

234 Payment Invalid merchant credentials Contact
FreedomPay
immediatel

236 Payment Processor reported an error while Try again
attempting to process the request
captured

Invalid Request ID I

The transaction is already setted | |

245 Payment The transaction contains both card
data and an orderRequestID, but the
card data does not match that from

the oriiinal transaction

247 Payment The transaction has already been
voided
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Code | Class Description Recommended | Notes
Action

248 Payment The authorization for this transaction
is no longer valid

250 Payment A timeout occurred while waiting for a | Try again
response from the processor

The processor is not available Tryagan |

261 eMSR Track Data decryption error Contact
Hardware Freedompay
immediatel
263 eMSR Encryption Mode Not Supported Contact
Hardware Freedompay
immediatel
265 eMSR Internal error while decrypting Contact
Hardware Freedompay
immediatel
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Code | Class Description Recommended | Notes
Action

271 MicroFrame Invalid or inactive moniker

Private Label account closed I B
Private Label card is charged off I

287 Payment AVS/CVN Validation code not
whitelisted

Reversal Incremental Not Supported | | |

300 Promo/Terms | An error occurred in communicating Try again
with the Promotion Engine

The invoice would have zerovalve | |

311 Promo/Terms | The available window for this
promotion has expired
313 Promo/Terms | This merchant is not eligible for this Check
promotion requirements for
the promotion
315 Promo/Terms | The scenario code specified for this Check
promotion was not valid requirements for
the promotion

317 Promo/Terms | The promotion engine found different Returned only
available promotions than the one for lookups
specified

&
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Code | Class Description Recommended | Notes
Action

promotions

The entered promotionwasnotfound | | (Validates onl

335 Promo/Terms | The qualifying subtotal is not within
the purchase amount bounds of this
romotion

337 Promo/Terms | The eligible subtotal is not within the
purchase amount bounds of this
romotion

339 Promo/Terms | The invoice amount is not within the
purchase amount bounds of this
romotion

341 Promo/Terms | The product does not qualify for the
romotion requested

343 Promo/Terms | The product does not qualify for the
romotion requested

345 Promo/Terms | The unit price submitted was either
too high or too low for the promotion
requested

347 Promo The subtotal submitted was either too
high or too low for the promotion
requested

&
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Code | Class Description Recommended | Notes
Action

401 Tokens Error retrieving payment information Try again later Also used for
from Token service mobile payments

Disabled token (mobile onl 1
Invalid token I B

491 Tokens Type of card backed by token does
not match the type of card sent to

Freewai

602 Tokens Error communicating with loyalty
sistem
611 Tokens Loyalty Engine Error, Duplicate

Reference Id

613 Tokens Loyalty Engine Error, Loyalty System
Id Error

699 | Tokens Loyalty Engine Error, rangeanderror | | |
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2.0 Freeway Commerce Connect (FCC) Error Codes

These are error messages that are specific to the FCC and will generally be displayed in the event that
the FCC is unable to communicate with Freeway or if there is an issue between the FCC Server Service
and the FCC Client Service. In some cases, the error may be displayed if the transaction fails or is

cancelled.

Code Message

Description

3001 Freeway Connection Error
(Timeout Reversal Failure)

Indicates that a request was made to Freeway
which timed out. A Timeout Reversal Request
was then sent to Freeway which also timed out.
The most likely explanation for this error is some
sort of network failure. It is likely, but not certain,
that the original request never got to Freeway.
Entered on the System Event Log.

3003 Workstation ID Unknown

FCC Server received a request to be sent to a
Workstation that it does not know about. This
implies that the POS system can communicate
with the workstation, but FCC Server cannot. It
might possibly indicate an error in FCC Client. Its
status and its logs should be examined. Entered
on the System Event Log. FCC Server cannot

l ® Technology for Next Level Commerce ™




Code Message

Description

MerchantReferenceCode,
Transaction or Request ID Not
Found

3005

3007 Authorization Not Allowed

The MerchantReferenceCode, TransactionID or
RequestID specified by the POS system was not
found in the FCC Server database. These IDs are
used to track follow on operations such as
incremental authorizations and settlements.
Failure to find the entry in the database might be
due to a failed Database rollover or a
misconfiguration of the POS system. More
detailed information about the error can be found
in the log. Entered on the System Event Log.

An Incremental Authorization was attempted on a

card type which does not support it such as Debit.

3009 FCC Client Comm Error

Applicable to Client/Server configurations of the
FCC. Communication with the FCC Client was lost,
probably caused by a timeout but maybe
something more severe. If a timeout happens
during a request, the connection is closed
automatically. If everything is in order, FCC Client
will re-establish communication within ten
seconds and everything will continue normally.
More detailed information about the error can be
found in the log. Entered on the System Event
Log.

3011 POS Connection Lost
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Event Loi.

An attempt to send a POS Response failed
because the connection was closed before FCC
Server could respond, possibly due to network

issues. More detailed information about the error
can be found in the log. Entered on the System




Code

Message

Description

3015

3019

3021

3024

Multiple FCC Client Requests

Request ID Not Found

Offline Accept

Forced Offline

A second request was made to invoke FCC Client

before a previous one was complete. This is due

to a configuration error, possibly because more

than one workstation has the same ID. Entered
on the System Event Log.

The specified request ID was not found. Entered
on the System Event log.

A request was accepted offline.

A request was processed as an offline transaction.
This will usually be overwritten with a 3021 or
3022. If seen, a unhandled path has been
triggered.

3027

3029

3033

Request Not Allowed Offline

Closed Client Connection

POS Aborted

This error is returned if the system is offline and
the POS request cannot be performed in this
mode.

The client lost connectivity in the middle of a
transaction. Can be caused by an abort request
on another lane, or a restart of the client mid-
transaction.

This status code is returned if the POS aborted
the request.

3035

Transaction Disabled

This status code is returned if a transaction type
(such as token creation) has been disabled via
configuration.

l ® Technology for Next Level Commerce ™




Code Message Description

3037 Site Code Rejected Specified site code is rejected
3039 Site Code Timeout Site code search timed out.

3041 Offline Archive This code is returned as the replay status of an
offline request that void archived.

3052 Exceed Max Amount Offline A request was declined because the allowed dollar
amount of offline transaction was met.

3122 Network Error The library cannot connect to an IP device.

3124 EMV Application Blocked The application selected on a chip card is not
accepted by this merchant.

3126 Chip Decline The host approved the transaction but the chip
declined it.

3128 Device Timeout The device did not respond.

3130 Driver Error A problem was encountered from the driver.

3132 Invalid PIN The PIN entered is invalid.

3134 Card Removed Prematurely The user removed a chip card before the
transaction was complete.

Internal Error
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Code Message Description

3138 Declined A request was declined.

3140 Not Supported An invalid request: Token type not specified,
Debit RFID, Device does not support sigca

3143 Invalid Form An invalid form ID was specified in the DPOI
Request.

3145 Invalid Format An invalid format was specified in the DPOI
Request.

3147 Invalid AuthToken An invalid auth token (certificateSource) was
specified in the DPOI Request.

3149 Device Lane Closed Device lane is closed.
3151 Signature Not Accepted Signature was not accepted per the response
received to the signature event.

3153 Invalid Payment Template An invalid begin payment template was specified
for a BeiinPaiment DPOI reiuest.
5000 Check Approved For Arch The Check was approved for ACH, and the paper
check should be Voided and returned to the
customer

5102 Check Ach Selection Required The CheckAch field was not filled in the request,
or no selection was made
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3.0 Hosted Payment Page (HPP) Error Codes

The HPP does not use standard error messages in the same way as either Freeway or the FCC, it has
its own simple set of Error Codes.

Error Code Description

R Card Rejected

4.0 Android Freeway Commerce Connect (AFCC) Error
Codes

Error Internal Name Description Recommended
Code Action

The request is missing Follow error
INVALID_REQUEST data or malformed and message
cannot be processed. instructions.

The request was declined | Check internet
3022 OFFLINE DECLINE offline. connectivity.

Could not communicate Check internet
3031 FAILED_FREEWAY_COMMUNICATION properly with Freeway. connectivity.

&
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4.1 POI Device Error Codes

Error Internal Name Description Recommended
Code Action

The communication
channel with the device
CHANNEL_BROKEN was broken and the
device is now
disconnected.

Reconnect POI
device and reopen
the

lane.

The lane was already
opening, when a lane
open instruction was
received.

The host approved the Have customer use

3126 | CHIP_DECLINE transaction, but the chip )
; : different card.

declined it.

Bad request sent to Invalid action was
3129 BAD_REQUEST devi attempted, do not

evice.
repeat the request.

A user clicked the cancel
3133 USER_CANCELLED button on the device. m

Wait for previous
Lane Open request
to complete.

LANE_ALREADY_OPENING

An unknown error Contact

3135 | UNKNOWN_ERROR occurred. FreedomPay.
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Error Internal Name Description Recommended
Code Action

. Have customer use
3138 HOST_DECLINE A request was declined. different card.

5.0 iOS Freeway Commerce Connect (iFCC) Error Codes

Error Domain: com.freedompay.mobile.iOS.iFCC.errorDomain

Description Value

illegalArgumentException

existingLoggingDelegateErrorCode

invalidLaneMapCountErrorCode

iFCClInitializationDataMissingErrorCode

unableToDeinitializeErrorCode 4004

iFCClnitializationFailedErrorCode 4006

operationResponseMissingExpectedReplyComponentErrorCode 5001

requiredPurchaseAmountDataNotAvailableErrorCode 5003

requestSerializationErrorCode 5005

A
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Description Value
cardWaitTimedOutErrorCode 5007

noOperationMetaDataFoundErrorCode 5009




Description Value

operationNotPreparedErrorCode

lanesBusyErrorCode

laneReleaseTimeoutErrorCode

internalStateCorruptedErrorCode 6001

couldNotCreateXMLParserErrorCode 7000

appConfigurationUnknownErrorCode 7002

binDataFailedToSerializeErrorCode

invalidOfflineRequestIdErrorCode

iFCCDeviceSetupErrorCode

5.1 iMsrLib Error Codes

Error Domain: com.freedompay.mobile.iOS.iMsrLib.errorDomain

Description Value

Illegal State Error

No Supported Device Types Available Error

Device Not Initialized Error

Discovery Already Completed Error

&
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Description Value
Library Already Deinitialized Error -206
Configuration System Language Error Error -208

Device Discovery Timed Out Error

Device Disconnected While Pairing Error

Pairing Not Supported Error

Configuration General Error

Configuration Setting AIDs Error

Configuration Setting Public Keys Error

Configuration Setting Amount DOL Error

Configuration Unexpected State Error

Configuration Setting Contactless Online DOL Error

Configuration Setting Contactless Transaction Options Error

Capabilities Discovery Error

Device Command Timeout

UPP Device POSIX Error

Command Processor Error

Payment Processing Identifier Mismatch Error -1101

&

l ® Technology for Next Level Commerce ™

22



Description Value

Unexpected Card Removal Reported Error

Chip Data Value Format Error

Card Not Present Or Fully Inserted Error

Unsupported Payment Command Response Error -1109

Invalid Magnetic Stripe Data Error -1111

Unexpected State Error -1200

Illegal Device State Error

Illegal MOBY8500 Device State Error -1302

Illegal MOBY8500 Device Unknown Key Press Detected Error -1304

Illegal MOBY8500 Display Update Error -1306

Device Battery Too Low Error

Device Disconnected Error -1403

Lane Not Found Error -1405

Invalid Device Response Error -1407

Device Battery Level Error

Firmware Update General Error

A
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Description Value

Device Reset Error -1700

F Technology for Next Level Commerce ™




